
SBC MONTHLY 
CYBER FORUM:
YOUR NEW OBLIGATIONS 
UNDER THE NYDFS 
AMENDED CYBERSECURITY 
REGULATIONS



A Forum for Understanding How 
to:

1. Be Compliant with SEC, FINRA, 
and State Cybersecurity 
Regulations and Guidance

2. Prevent the Theft of 
Information

3. Prevent Fraud (i.e., the Theft of 
Money)

Be Compliant. Be Secure.
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MONTHLY SBC CYBER 
FORUM



1. SOLUTION ORIENTED: Define 
Problems Common to the 
Audience & Focus on Solutions to 
Problems.

2. PEER TO PEER IDEA 
EXCHANGE: Share Best Practices 
with One Another.

3. OPEN, INDEPENDENT: 
Eliminate Bias.

4. INTELLIGENCE SHARING 
OPPORTUNITIES: Participants 
are Encouraged to Participate in 
an Information Sharing.
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MONTHLY SBC CYBER FORUM: 
VISION / GUIDING PRINCIPLES

SBC Monthly Cyber Forum

Be Compliant. Be Secure.
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Guest Expert: 

John Cooney

John Cooney is a United States Marine 
Corps combat veteran and has a combined 
29 years of business, legal, and technical 
experience, with a focus on federal/state 
investigations and the Cybersecurity arena.

View John's Bio Here

SBC Forum Host: 

Paul Osterberg

Paul Osterberg is Managing Director of 
Security Basecamp, a cybersecurity 
services firm. Over the past nine years, 
he has spent more than 17,500 hours 
assisting clients manage information 
security program and his firm has 
completed over 350 Cybersecurity Risk 
Assessments. 

View Paul's Bio Here

TODAY’S SPEAKERS 

https://www.linkedin.com/in/johnjcooney/
https://www.linkedin.com/in/paulosterberg/


1. UNDERSTAND COMPLIANCE WITH 
THE NYDFS CYBERSECURITY 
REGULATION

2. WHAT ARE THE AMENDMENTS 
TO THE NYDFS CYBERSECURITY 
LAW

1. WHO IS REGULATED?

2. WHAT ACTIONS ARE NEEDED?

3. CYBERSECURITY BEST PRACTICES

TODAY’S TOPICS:



NYDFS CYBERSECURITY REGULATION

In November 2023, the NYDFS:

• Announced Amendment to 

Cybersecurity Regulation, 23 

NYCRR Part 500. (See the final 

adopted regulatory documents 

on the Regulatory Activity - 

Financial Services Law page.)

• Provided Training Resources to 

help regulated entities be 

compliant with the law.

• Read the FAQs. Source: https://www.dfs.ny.gov/industry_guidance/cybersecurity (Web, February 2024) 

The Purpose of Today: Help You Understand the Law, its Amendments, 

and How to Be Compliant and Secure.

https://www.dfs.ny.gov/industry_guidance/regulations/final_adoptions_fs/rf_fs_2amend23NYCRR500_text_20231101_alt
https://www.dfs.ny.gov/industry_guidance/regulations/final_adoptions_fs/rf_fs_2amend23NYCRR500_text_20231101_alt
https://www.dfs.ny.gov/industry_guidance/regulations/final_adoptions_fs/rf_fs_2amend23NYCRR500_text_20231101_alt
https://www.dfs.ny.gov/industry_guidance/regulatory_activity/financial_services#final-adoptions
https://www.dfs.ny.gov/industry_guidance/regulatory_activity/financial_services#final-adoptions
https://www.dfs.ny.gov/industry_guidance/cybersecurity


NYDFS CYBERSECURITY LAW:
AN OVERVIEW
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LEVERAGE GREAT RESOURCES!



NYDFS CYBERSECURITY RESOURCE CENTER

Today we will extensively utilize the 

resources the NYDFS makes available:

• NYDFS Training Resources: 
• NYSDFS: Cybersecurity Training Deck 

presentation - November 8, 2023 

• General Overview: Amended Cybersecurity 

Regulation (youtube.com) 

• Key Compliance Dates:
• Implementation Timeline for Small 

Businesses

• Implementation Timeline for Class A 

Businesses

• Implementation Timeline for Covered 

Entities

Make Sure to Know and Use the 

Resources the NYDFS is Making 

Available.

Source: NYDFS Cybersecurity Regulation Public Training Deck 11.8.23 (Web, February 2024) 

Cybersecurity Regulation with New 

Amendments Annotated (Web, February 2024) 

https://www.dfs.ny.gov/system/files/documents/2023/11/cyber_public_training_deck_20231108.pdf
https://www.dfs.ny.gov/system/files/documents/2023/11/cyber_public_training_deck_20231108.pdf
https://www.youtube.com/watch?v=53C7HD4i8LI
https://www.youtube.com/watch?v=53C7HD4i8LI
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_small_businesses
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_small_businesses
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_class_a_businesses
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_class_a_businesses
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_covered_entities
https://www.dfs.ny.gov/industry_guidance/cybersecurity/implementation_timeline_covered_entities
https://www.dfs.ny.gov/system/files/documents/2023/11/cyber_public_training_deck_20231108.pdf
https://www.dfs.ny.gov/system/files/documents/2023/10/rf_fs_2amend23NYCRR500_text_20231101.pdf
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Governor Hochul Announces Updates To New York's Nation-

Leading Cybersecurity Regulations

A CLEAR SIGNAL TO “GET INTO ACTION”

Be Ready! Leverage What the NYDFS Makes Available. 

There is Major Emphasis for a Reason.

https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202311011
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202311011
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PROPERLY MANAGING INCIDENTS: ESSENTIAL

Source: https://www.csoonline.com/article/657599/sec-sues-solarwinds-and-its-ciso-for-fraudulent-

cybersecurity-disclosures.html (Web, CSO, November 2023) 

The Security and Exchange Commission (SEC) has filed charges 

against SolarWinds and its chief information security officer, 

Timothy G. Brown for misleading investors by not disclosing 

"known risks" and not accurately representing the company's 

cybersecurity measures.

Among other things, SolarWinds' 

remote access setup was found to 

be "not very secure“

CISO had internally notified 

company executives that "current 

state of security leaves us in a 

very vulnerable state for our 

critical assets" 

A pivotal point for the role 

of a CISO, transforming it 

into one that requires a lot 

more professional scrutiny 

and personal responsibility

https://www.sec.gov/securities-topics/cybersecurity
https://www.sec.gov/securities-topics/cybersecurity


ESSENTIAL ELEMENTS OF ALL CYBER PROGRAMS

• Guidance and Requirements of 

Applicable Cybersecurity 

Regulation (e.g., FINRA, SEC, 

NFA, NY-DFS, etc.) and 

Frameworks (e.g., NIST, ISO 

27001) are Substantially Similar

• See the SBC Website for Insights:

• SBC-Alert-NYDFS-Cybersecurity-Rule-Updates-

01.15.24-2.pdf (securitybasecamp.com)

• SBC Alert -Summary of Cybersecurity Guidance 

from Financial Services Regulators 01.01.21

• SBC Regulatory Alert - Proposed Rules 206(4)-9 

and 38a-2 -02.09.22

• SBC Regulatory Alert - Proposed Rule 10 - 

02.15.23

• Create Alert for Proposed Reg S-P Changes

• Create Alert fror Proposed Reg SCIR Changes

Cybersecurity 
Policies & 

Procedures

Risk     
Assessments & 
Annual Reviews

User Security & 
Access

Information 
Protection

Threat & 
Vulnerability 
Management

Incident Response 
& Recovery

Vendor 
Management

Disclosure of 
Cybersecurity 

Risks

Notification and 
Reporting of 

Cybersecurity 
Incidents

https://www.securitybasecamp.com/wp-content/uploads/2024/01/SBC-Alert-NYDFS-Cybersecurity-Rule-Updates-01.15.24-2.pdf
https://www.securitybasecamp.com/wp-content/uploads/2024/01/SBC-Alert-NYDFS-Cybersecurity-Rule-Updates-01.15.24-2.pdf
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“THE MOST IMPORTANT PART OF THE REGULATION IS THAT 
IT IS RISK-BASED”, HARRIET PEARSON

Source: General Overview: Amended Cybersecurity Regulation - YouTube (Web, February 2024) 

“You exercise 

judgement based 

upon a risk 

assessment”

No specific 

technology 

solutions; that 

said, important 

essential controls 

are mandated

https://www.youtube.com/watch?v=53C7HD4i8LI
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NYDFS: THREE SIZES OF COMPANIES REGULATED

• $20 Million / year in NY; $1 Billion 

overall no matter the location.

• > 2,000 employees

• < $7.5 Million / year in NY, or

• < $15 Million in EOY Assets, or

• < 20 Employees

• Covered Entities that do not 

qualify for full or limited 

exemption or as Class A 

Companies

Most Firms are “Standard”; Pay Attention to Nuance. Visit 

the NYDFS Site to Understand Your Particular Requirements.
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“STANDARD” COMPANIES: CYBERSECURITY 
IMPLEMENTATION TIMELINE

• A Majority of 

Covered Entities

• Must Comply with 

Most Requirements

• Let’s Walk Through 

the Timeline
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• Maps Policies, 
Processes, and 
Controls to the 
Applicable 
Regulation

• Guides Your Cyber 
Program and 
Guides Your Risk 
Assessments

GRC SOLUTIONS (E.G., BUCKLER): 
HOW WE KEEP UP WITH WHAT TO DO AND ASSESS RISKS?
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NYDFS CYBERSECURITY: PHASED COMPLIANCE DATES

November 1, 2023 – 500.20: Enforcement Provisions



18

DEEP DIVE ON KEY DATE FOR ‘23 – ‘24
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NOTABLE ITEMS FOR ALL COMPANIES

• All Required to do 

Annual (previously 

Periodic) Risk 

Assessments

• Policies must be 

reviewed annually, and 

most companies must 

address all elements of 

the law

• Training MUST address 

Social Engineering

“As report by the DHS, FBI, and the NSA, more than 90% of all cyber 

attacks begin with phishing.” Joanne Berman, NYDFS



20

DEEP DIVE ON KEY DATE FOR ‘23 – ‘24



21

DEEP DIVE ON KEY DATE FOR ‘23 – ‘24
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• Your Annual Risk Assessment should 
“incorporate threat and vulnerability  
analyses”. (500.9)

• Policies for companies of all sizes 
should address vulnerability 
management (500.3)

• Vulnerabilities are usually published 
(i.e., known to both good and bad 
actors). Have a monitoring process in 
place. Prioritize and remediate 
vulnerabilities. 

• Remediate and PATCH!!

VULNERABILITY MANAGEMENT (500.5)

A vulnerability is a weakness in an information system or other valuable asset that 

can be exploited by a bad actor. Remediate. Patch. Address
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DEEP DIVE ON KEY DATE FOR ‘23 – ‘24
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DEEP DIVE ON KEY DATE FOR ‘23 – ‘24
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NEW RISK ASSESSMENT REQUIREMENTS
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CYBERSECURITY POLICIES: AREAS TO ADDRESS
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MULTI-FACTOR AUTHENTICATION
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VULNERABILITY MANAGEMENT & PENETRATION TESTING

An Area of 

Potential 

Confusion

Use 

Professionals

Electronic 

Truth

Timely 

Remediation
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VULNERABILITY MANAGEMENT & PENETRATION TESTING

• Understand the test 

types that exists.

• Remember both 

compliance and 

security.

• “Vulnerability 

Management is Your 

Friend”

• “Automated scans for 

information systems, 

and a manual review of 

systems not covered by 

such scans”

• Your risk assessment 

sets the frequency.
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• Tuesday, March 12 at 1pm PST / 4pm EST:  

• Effective Incident Response: Identifying, Mitigating, 
Managing, and Reporting Cybersecurity Incidents

• Tuesday, April 9th at 1pm PST / 4 pm EST:

• Third Party Risk Management / Vendor Risk Assessments

THE NEXT TWO CALLS
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1. Determine the Size of Your Company.

2. Review the NYDFS Cybersecurity Implementation Timeline for Your Company.

3. Use the NYDFS Resource Center. Listen to the NYDFS Video. Sign up for Alerts.

4. Develop a Plan of Actions and Milestones (POA&M).

5. Conduct a Risk Assessment. All, but Fully Exempt, must complete them annually (vs. the 
previous requirement of “periodically”).

6. Update Your Polices and Procedures based Upon the Risk Assessment. 
1. Ensure Your Polices Address Each of the Required Areas. 
2. Keep in mind, even for small companies (i.e., Exempt), that includes most every area of the law 

including vulnerability management.

7. Submit either a Certification of Material Compliance or Acknowledgement of Non-
Compliance for Calendar Year 2023 (by April 15th, 2024).

8. Focus first on Being Secure, and then use the tools and resources of the NYDFS / 
Regulators to Ensure You are Being Compliant.

GETTING IN TO ACTION: RECOMMENDED NEXT STEPS



QUESTIONS & 
ANSWERS

This Photo by Unknown Author is licensed under CC BY-ND

https://www.nexsys.it/blog/importanza-della-cybersecurity/
https://creativecommons.org/licenses/by-nd/3.0/
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• Tailored Requirements to Better Fit Different Sizes and Type of Entities – More Businesses Now Qualify 
for Full and Limited Exemptions

• Phased Compliance Deadlines – Notable Items:

• December 1, 2023: Updates to Notification Requirements

• April 29, 2024:

• Class A Requirements to Design / Conduct Independent Audits
• New Areas to Include in Cybersecurity Policies
• New Vulnerability Management Requirements (i.e., Conduct At Least Annual Penetration Testing from 

Inside and Outside the Systems’ Boundaries; Detect and Remediate Vulnerabilities)

• November 1, 2024:

• Cybersecurity Governance
• Encryption
• Incident Response and Business Continuity
• Small Business Increased Requirements (MFA, Cybersecurity Training)

NYDFS CYBERSECURITY: SUMMARY OF KEY CHANGES IN 
THE AMENDED LAW FOR THIS YEAR (NOV 23 – NOV 24)

Sign Up for Alerts on the NYDFS Resource Center.



INFO@SECURITYBASECAMP.COM

HTTP://WWW.SECURITYBASECAMP.COM/

YOUR NEW OBLIGATIONS 
UNDER THE NYDFS 
AMENDED CYBERSECURITY 
REGULATIONS

(949) 330-0899

http://www.contoso.com/
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KEY CONTACTS: IF YOU HAVE QUESTIONS, REACH OUT TO:

John Cooney

The Law Office of John J. Cooney

(631) 949-2626

jcooney@jcooneylaw.com

Paul Osterberg

Security Basecamp

(949) 330-0899

paul@securitybasecamp.com

Vincent Guyaux

Buckler

(646) 315-4161

vincent@buckler.app

Scott Smith

Buckler / Security Basecamp

(612) 805-8400

scott@buckler.app

ssmith@securitybasecamp.com

mailto:jcooney@jcooneylaw.com
mailto:Paul@securitybasecamp.com
mailto:Vincent@buckler.app
mailto:scott@buckler.app
mailto:ssmith@securitybasecamp.com


APPENDICES
BONUS MATERIAL
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MITRE ATT&CK® AND DEFEND® FRAMEWORKS:
EFFECTIVELY USING CYBERSECURITY RESOURCES

• MITRE ATT&CK® 
Framework

• Globally-Accessible 
Knowledge Base of 
Adversary Tactics and 
Techniques 

• Understand 
Mitigations that Can 
Be Employed to 
Prevent Attacks.

• MITRE DEFEND® 
Framework

https://attack.mitre.org/
https://attack.mitre.org/
https://d3fend.mitre.org/
https://d3fend.mitre.org/


CISA: EFFECTIVELY USING CYBERSECURITY 
RESOURCES

• Access Insights Into 
Threat Intelligence & 
See the Future of 
Cybersecurity Tech in 
Action.

• Subscribe to Alerts and 
Guidance

• Cybersecurity & 
Infrastructure Security 
Agency (CISA)

• Resources & Tools | CISA

• CISA Tabletop Exercise 
Packages | CISA

• Zero Trust Maturity 
Model Version 2.0 
(cisa.gov)

https://www.cisa.gov/
https://www.cisa.gov/
https://www.cisa.gov/
https://www.cisa.gov/resources-tools
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf


NYDFS CYBERSECURITY REGULATION:
BREAKING DOWN WHAT WAS REQUIRED 2017 – NOV 2023

40

CORE TO ALL - Cyber Program Elements:

# Targeted Requirement Area(s)

500.02 Cybersecurity Program 

500.03 Cybersecurity Policies 

500.07 Limit User Access 

500.09 Risk Assessment 

500.11 Third-Party Service Providers 

500.13 Data Retention Policies  

500.17 Notification to DFS 

Non-Exempt Must Also Complete

# Targeted Requirement Area(s)

500.04 Employ a Chief Information Security Officer

500.05 Conduct Penetration Testing and Vulnerability Assessments

500.06 Implement Audit Trails

500.10 Employ Cybersecurity Personnel

500.12 Use of Multifactor Authentication (becoming effective for Small Companies)

500.14 Cybersecurity Awareness Training (becoming effective for Small Companies)

500.15 Encryption of NPI

500.16 Incident Response Plan

500.08 Application Security Procedures (if applicable)

Under the DFS 23 NYCRR 500, a firm licensed in 

NY may be classified as a “Limited Exempt” entity. 

Under this designation, many of the controls 

within the DFS framework are considered “not-

applicable.”

The “Limited Exempt” status can be assigned to any NY 

State financial or insurance institution that meets any one 

of the following criteria. 

 Fewer than 10 employees including any 

independent contractors, (changed to 20) OR 

 Less than $5M in gross annual revenue (changed 

to < $7.5M) in NYS each of the last 3 fiscal years, 

OR 

 Less than $10M in year-end total assets (changed 

to < $15M)
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REPORTING CYBERSECURITY INCIDENTS
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REPORTING EXTORTION PAYMENTS
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