
Incident Response Plan:

Remediation and Reporting of a Breach 

(Intermediate) 9a
Paul Osterberg, CEO & Managing Director, Security Basecamp​

Heather Traeger – General Counsel and CCO, Teacher Retirement System of Texas

Norm Ashkenas – Chief Compliance Officer, Robinhood

.



2

Today’s Learning Objectives

Understand 
effective 
techniques to 
investigate a 
breach, develop a 
strategy for 
resolution, and 
document the event.

1

Understand the 
external resources 
available during a 
breach, including law 
enforcement, third 
party remediation 
specialists, cyber 
liability insurance 
carrier, and how to 
manage those 
resources efficiently 
and effectively.

2
Develop effective 
messaging 
strategies to 
appropriately escalate 
an issue internally 
and externally to 
avoid compounding 
an issue.

3

Analyze state and 
federal regulatory 
requirements, 
including reporting 
obligations.

4
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Overview 

Welcome and Framing the Issues

Breach Response Workflow: Investigation & Containment

Managing External Resources Efficiently

Messaging, Disclosure, and Regulatory Reporting

Case Study & Breach Scenario Discussions



Welcome and Framing the Issues

Why Breaches Happen—and Why Regulators Care
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Overview of Regulation S-P Amendments

Adopt and 
Implement an 
Incident Response 
Program. 

Detect, respond, and 
recover from 
unauthorized access or 
use of client information 
and prevent usage. 

Assess, respond and 
contain the incident, and 
prevent future 
unauthorized access / 
use.

Oversee and monitor 
service providers.

Adopt and 
Implement a 
Vendor 
Management 
Program.

Meet Customer 
Notification 
Requirements in 
the Event of a 
Breach.
Notice required within 
30 days of becoming 
aware of unauthorized 
access to sensitive 
customer information, 
unless an exception is 
met. 

Comply with 
Enhanced 
Safeguards and 
Disposal 
Requirements.

Maintain Books 
and Records to 
Evidence 
Compliance.
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Service Provider Oversight

COMPILE LIST OF KEY 

VENDORS

ADOPT A POLICY TO 

GOVERN REVIEWS

ASSIGN RESPONSIBILITIES 

FOR REVIEWS AND 

NOTIFICATION / 

REPORTING 

ASSESS VENDOR RISK 

AND DETERMINE REVIEW 

FREQUENCY 

CONSIDER TERMS TO 

MANAGE UNRESPONSIVE 

VENDORS

DOCUMENT VENDOR 

REVIEWS

REVIEW EXISTING 

AGREEMENTS FOR 

NECESSARY CHANGES

ESTABLISH REASONABLE 

EXPECTATION OF NOTICE 

WITHIN 72 HOURS OF 

BECOMING AWARE OF BREACH
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The Financial Sector is Under Siege
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The Key Attackers
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High Value Targets
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Advisor Impact
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Investing to Reduce or Mitigate Breach Costs

Source: Security Basecamp Research; Ponemon Institute



Breach Response Workflow: Investigation & Containment

From First Alert to Full Containment—Getting It Right the First Time
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Threat Intelligence Informs Response Planning



Informative Breach Resources
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The Incident Response Lifecycle
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Who Are the Threat Actors?
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Why Are They Doing It?
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How Are They Doing It? (Part 1)

Source: Verizon Data Breach Investigations Report, 2025
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How Are They Doing It? (Part 2)

Source: Verizon Data Breach Investigations Report, 2025
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What Actually Happens During an Incident*
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Building an Incident Response Plan
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Notification Requirements

Communications are Vital to:
Mitigate financial fallout

Prevent further harm

Uphold integrity in the face of a cyber crisis

Understand When to Notify

Employees

Clients

Business Partners

Regulators

Law Enforcement

Prepare Communication Templates in Advance
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Tabletop Exercise: 



Managing External Resources Efficiently

Building and Orchestrating Your Outside Response Team
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Outsiders are Critical to an Effective Response

Cyber events require specialized expertise and tools – forensics, containment, 
remediation



Cyber Insurance: Shield and Guide

Coverage to consider incident response/forensics, legal defense 
& regulatory fines (where insurable), business interruption & 
data restoration, ransomware/extortion response

Implications of Using Carrier Resources: insurer panel vendors, 
policy conditions, pre-approval requirements—know the claims 
hotline

Action: Map your Incident Response Plan to Policy Terms, 
Vendor Inventory, Contractual Obligations, and Customer 
Commitments.
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Who You’ll Call and When
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PR/Communications & Customer Messaging

Activate the Crisis-

Comms Plan Early

Notify internal communications/PR 

lead as soon as public disclosure is 

likely. Engage marketing, social, sales, 

and customer relations teams

Align messaging across internal 

employees, compliance, IT/security, 

and executive teams to maintain a 

single source of truth

Craft Clear, Empathetic 

Customer Messaging

Explain what happened, what data 

may be affected, and protective steps 

(e.g., credit monitoring)

Provide practical resources (hotline, 

FAQs) and emphasize the firm’s 

remediation actions

Suggested messaging for 

intermediary partners

Coordinate with 

Regulators and Legal 

Counsel
Ensure customer/media statements 

are consistent with mandatory filings 

(SEC Reg S-P 30-day, NYDFS 72-hour, 

FINRA Rule 4530)

Preserve attorney-client privilege by 

routing drafts through outside 

counsel
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Protecting Legal Position and Evidence

Preserve Attorney–
Client Privilege: 

Engage forensics via 
outside counsel and 
route communications 
through legal

Maintain Chain of 
Custody:

Use documented 
evidence-handling 
procedures, avoid ad-
hoc copying or 
alterations

Documentation is Key: 

Detailed investigation 
notes and time-
stamped decisions 
support regulatory 
defense and litigation
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Aligning Compliance, Cybersecurity & Executives

Incident Response Lead Convenes a War Room (virtual or physical)

Assign Clear Roles: Internal / External Communication Teams, Compliance/Legal 
(reporting obligations), IT/Security (technical remediation), Executive (strategic 
decisions, client relations)

Maintain Single Source of Truth for all Updates; Ensure Internal Incident 
Communication Channels and Documentation Stores are “Locked Down”

Conduct Daily Briefings until Containment and Notifications Complete



Messaging, Disclosure, and Regulatory Reporting

Communicating with Clarity, Compliance, and Confidence
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Cybersecurity Regulation & Exam Priorities
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2025 Examination Priorities
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What Good Looks Like – Exam Ready Checklist

 Incident Response Program aligned to Reg S-P: playbooks, customer notice 
workflow, timestamped awareness determination, and books/records.

 Vendor contracts: include mandatory 72-hour incident notice to your firm and 
documented monitoring.

 Access and DLP controls: privileged-access reviews, MFA across environments, 
and outbound monitoring tied to data classification.

 Regular tabletop exercises and training mapped to NIST CSF 2.0 with 
documented lessons learned.

 NYDFS readiness: criteria for reportable events, portal workflow familiarity, 
and CISO/Executive annual certification materials.



35

Overview of Regulation S-P Amendments

Adopt and 
Implement an 
Incident Response 
Program. 

Detect, respond, and 
recover from 
unauthorized access or 
use of client information 
and prevent usage. 

Assess, respond and 
contain the incident, and 
prevent future 
unauthorized access / 
use.

Oversee and monitor 
service providers.

Adopt and 
Implement a 
Vendor 
Management 
Program.

Meet Customer 
Notification 
Requirements in 
the Event of a 
Breach.
Notice required within 
30 days of becoming 
aware of unauthorized 
access to sensitive 
customer information, 
unless an exception is 
met. 

Comply with 
Enhanced 
Safeguards and 
Disposal 
Requirements.

Maintain Books 
and Records to 
Evidence 
Compliance.
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Service Provider Oversight

COMPILE LIST OF KEY 

VENDORS

ADOPT A POLICY TO 

GOVERN REVIEWS

ASSIGN RESPONSIBILITIES 

FOR REVIEWS AND 

NOTIFICATION / 

REPORTING 

ASSESS VENDOR RISK 

AND DETERMINE REVIEW 

FREQUENCY 

CONSIDER TERMS TO 

MANAGE UNRESPONSIVE 

VENDORS

DOCUMENT VENDOR 

REVIEWS

REVIEW EXISTING 

AGREEMENTS FOR 

NECESSARY CHANGES

ESTABLISH REASONABLE 

EXPECTATION OF NOTICE 

WITHIN 72 HOURS OF 

BECOMING AWARE OF BREACH
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Reporting Timelines & Triggers

• SEC Reg S-P (Amended) – Notify affected customers within 30 days of becoming 
aware of unauthorized access unless no-harm exception applies

• SEC Form 8-K (material incidents) – File within 4 business days of materiality 
determination

• NYDFS 23 NYCRR 500.17 – Report to Superintendent within 72 hours of 
determining a reportable event

• FTC GLBA Safeguards Rule – Customer notice within 30 days

• State AG Breach Laws – Most 30–45 days; some as short as 30 days (e.g., CO)

• Clock starts when you reasonably determine the event is reportable—
document that moment



• Internal

• Incident Response lead activates 
GC/CCO, IT, business heads

• Confirm facts, protect privilege, 
maintain single source of truth

• Use pre-approved templates & 
secure channels

• External

• Regulator filings (SEC, FINRA Rule 
4530, NYDFS, other states)

• Customers: clear, empathetic 
notices with protective steps

• Media & investors: consistent, 
timely updates

Internal & External Communication Strategy

• Internal Preparation Pays: Pre-draft press/customer/regulator 
templates and tabletop exercises to test messaging flow
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Balancing Transparency & Risk

Transparency Builds Trust
Demonstrates compliance & proactive risk 

management

Risk Mitigation Limits Exposure
Avoid premature technical details attackers could exploit

Coordinate with counsel to preserve attorney-client 

privilege

Governance Checkpoints
Legal review before all external statements

Crisis-comms “traffic light”: Green (facts), Yellow 

(investigating), Red (speculative—omit)
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PR/Communications & Customer Messaging

Control the Narrative

Designate a single spokesperson and approved 
talking points

Time public statements to follow regulatory 
notifications to avoid surprises

Engage Media Proactively but 
Carefully

Monitor traditional and social media for 
misinformation

Respond rapidly with accurate updates to 
protect reputation

Document All Communications
Retain scripts, emails, press releases, and social 
media posts for regulatory review and potential 
litigation defense



• Mandatory

• SEC Reg S-P 30-day customer 
notice

• SEC Form 8-K (material)

• NYDFS 72-hr reporting

• FINRA Rule 4530 event reports

• Voluntary / Strategic

• FS-ISAC or industry threat sharing

• Proactive client outreach beyond 
statutory requirement

• Public statements to reassure 
market

• Coordinated disclosures to 
partners/vendors

Mandatory vs. Voluntary Disclosures

• Tip: When voluntarily sharing, align with counsel to avoid creating 
new liability.



Case Study & Breach Scenario Discussions
 

Lessons from the Front Lines—What Worked, What Didn’t
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Evolving Breach Threats
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Case Study: SolarWinds

Background: In 2020, attackers 
compromised SolarWinds’ Orion 
software updates, impacting 
thousands of government 
agencies and private 
organizations worldwide.

The compromise remained 
undetected for many months, 
allowing attackers to infiltrate 
sensitive networks and exfiltrate 
data.
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What Didn’t Go Well

Delayed Detection:

Malicious code inserted into 
Orion updates was active for ~9 
months before discovery.

Insufficient Code-Signing 
& Supply Chain Security:

Attackers successfully altered 
signed software without 
triggering alerts.

Inadequate Patching & 
Decommissioning 
Processes:

Led to devices and systems that 
were able to be compromised

Limited Internal 
Segmentation: 

Once inside, attackers moved 
laterally across customer 
networks with limited detection.

Communication Gaps:

Early public messaging was 
criticized for lack of detail and 
timeliness, creating confusion 
among customers and regulators.

Vendor Oversight 
Weakness: 

Customers relied heavily on 
SolarWinds’ assurances without 
additional monitoring or 
verification.

Regulatory & Legal 
Fallout: 

Multiple investigations, lawsuits, 
and reputational damage 
underscored governance and 
compliance gaps.
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Key Lessons for Financial Services Firms
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Best Practices

IMMEDIATE 

CONTAINMENT AND 

EVIDENCE 

PRESERVATION

EARLY ENGAGEMENT 

OF OUTSIDE COUNSEL 

AND FORENSICS TO 

PRESERVE PRIVILEGE

CLEAR, CONSISTENT 

COMMUNICATION 

WITH EMPLOYEES, 

STAKEHOLDERS AND 

REGULATORS

DOCUMENTATION OF 

ALL ACTIONS AND 

DECISIONS FOR AUDIT 

AND COMPLIANCE
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Best Practices – SEC and FINRA Focus

Document

Document 
“awareness” timing 
and decisions to 
support SEC Reg S-
P’s 30-day notice 
trigger and FINRA 
Rule 4530’s incident 
reporting clock.

Preserve

Preserve attorney–
client privilege by 
routing forensic and 
investigative work 
through outside 
counsel.

Maintain

Service-provider 
oversight: maintain 
contracts requiring 
72-hour incident 
notice and evidence 
of controls (aligning 
with Reg S-P 
amendments and 
NYDFS 23 NYCRR 
500).

Ensure

Board/Executive 
briefings: ensure 
cyber incidents and 
response lessons 
are formally 
communicated to 
governing bodies to 
demonstrate 
governance 
oversight.

Retain

Comprehensive 
recordkeeping: 
retain IR playbooks, 
tabletop reports, 
and post-mortems 
for examination and 
enforcement 
reviews.
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Not-So-Good Practices

DELAYING 

INTERNAL 

ESCALATION OR 

UNDERESTIMATING 

INCIDENT SEVERITY

COMMUNICATING 

PREMATURELY OR 

WITHOUT LEGAL 

REVIEW

FAILING TO MEET 

STATUTORY 

NOTIFICATION 

TIMELINES (E.G., 

NYDFS 72-HOUR 

RULE)

INSUFFICIENT 

DOCUMENTATION 

OF ACTIONS TAKEN 

OR LESSONS 

LEARNED
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Not-So-Good Practices – SEC & FINRA Pitfalls

Failure to meet the Reg S-P 30-day customer notice or to conduct a “reasonable investigation” 
before deciding not to notify.

Incomplete or delayed FINRA Rule 4530 filings, or lack of 30-day follow-up after a significant cyber 
event.

Inadequate vendor management, such as no evidence of due diligence or lack of contractually 
required breach notification.

Missing documentation of key actions and timing, making it impossible to prove compliance 
during an SEC or FINRA exam. Improvised media/PR response that contradicts regulatory filings or 
creates reputational and enforcement exposure.
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